0CTOPOXHO!
TENEMOHHBIE MOLUEHHUKI!
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E)XETOJIHO MX LOBbIYEN
CTAHOBATCH MUNMUAP/bI
PYBNEA OBMAHYTBIX TPAXKIAH

BYIbTE bAMTENbHbI!
HE LAWTE CEGSl OBMAHYTb!

BaHKOBCKMe cryXalyue HUKOraa
He CMpallMBaloT NepcoHasnbHble JaHHble Yy KIIMeHTOB, HOMep KapTbl U CPOKMU ee
LEeACTBUSA, He NpeasiaraloT NepeBecTU feHbr1 Ha OPYroi cYeT UK B Apyroi 6aHK.

MoweHHMKM NbITAlOTCS 3anony4uTb
CeKpeTHble Kogbl U3 NosyYeHHbIX BaMu coobuieHuit, cpoku geicTeus Baluen KapTbl,
CCV-kopn Bawel 6aHKOBCKOW KapTbl, Balun yTBepauTeNbHble BbiCKa3blBaHUSA —
«A» unu «4 COIrNTACEH»

ABHbIE MTPN3HAKW MOWEHHWYECTBA:

- npocbba BBECTM UMM NPOAUKTOBATb KOA,;
- Ha3BaTb NepcoHanbHbie AaHHbIE;
- nepeBecTu cb6epeXxeHns Ha apyron cyer.




OCTOPOXHO! TENE®OHHBIE MOLEHHUKH!

ExxerogHo nx nobblyen cTaHOBATCSH
MUNMapabl pybnen o6MaHyTbIX rpaxpaH

Bbl MOJ1YYJIN CMC:
- Bawa 6aHkoBckas kapTa 3abnokupoBaHa.. [lepesBoHuTe..
- Bbl BbiMrpanu aeToMo6unb (nu gp.).. MepesgoHure..
- BaM HaumncneHbl 60HyCbl 3a NOKYMKK (KOMMEeHcaLMs 3a NieKapcTBa UK NoTepsiHHbIN
BKnapg).. MepesBoHuTe..
- Bam npuwna otkpbiTKa. YTo6bl NONy4YMTh NEpeianTe Mo CCbIKe..
- BaM own604YHO OTrNpaBneHbl feHbrU Ha TenedoHHbIA CYET... BEpHUTE, MOXaNnynucTa..
- Mamal! (unu Mana, Ba6ywka, Jenywka unu gp.) y MeHs npo6nemal!
CpoYHO nepewnu AeHbru Ha aToT HoMep. o3xe Nepe3BoHIO...

BYObTE OCTOPOXXHbI! BAC XOTAT OBMAHYTb!
HE nepesBaHuBaitte! HE oTBevaiire!

HE OTI'IpaBﬂﬂi"lTe AEHbru, a CBAXXUTEeCb C pOACTBEHHUKOM CaMu U yﬁeDMTer,
4YTO y Hero Bce B nopsapke.

BAM MO3BOHWJI:

- OT MU coTpypHuKa 6aHka, coobwmnu, yto Bawa kapTta 3abnokupoBaHa unm c
Balwero cuyerta nbiTanucb CHATb BEeHbIN, U UHTEPECyHTCS BallMMKU MepCcoHanbHbIMU
LaHHbIMU M KOA,OM 6aHKOBCKOMW KapTbl;

- OT NIML,a COTPYLAHMKA NEHCUMOHHOrO thoHAa Mof NpeasioroM cybcuamm nnu Beinnathl
M NpocsT coobwmnTb Balum nepcoHanbHblie faHHble U AaHHble Baluei 6aHKOBCKOM
KaprT;

- 0T nnu,a 6nmsKoro YenoBeka, oT JIULLA COTPYAHMKA MPaABOOXPaHMTESIbHbIX OPraHoB
U BbIMAaHMBAIOT AeHbIM AN peleHus, aKo6bl, BO3HMKWeN Yy Bawero popcTBeHHMKa
npo6nemsi.

HE cnewwuTte npMHMMaTb NpeAnoXeHUs 3BOHMBLUEro
M UCNONHATb €ro peKoMeHAauuu 1 npocbbbi!
[paBunbHoOE pelieHne - cpasy Xe 3aBeplIMTb Pa3roBop, NOC/e YEro NPOBEPUTb
Nosy4YeHHY MH(OpPMaLMI0 CaMOCTOSATENbHO, MO3BOHMB B OpraHM3aLum
M yUYpPEX[EeHUS, U3 KOTOPbIX, AKOBbI, MOCTYNWU 3BOHOK, U POACTBEHHMUKY,
y KOTOPOro, AK06bl, BO3HMKIW NpPo6ieMbl.

MpouutaTe caMu U 03HAKOMbTE POAHbBIX
U 6NU3KKX, ppy3en U 3HaKOMbIx!





KAK HE CTATb )XEPTBON KUBEPNPECTYNNEHNA?

UTo6bl He CTaTb XXepTBOWU NPeCcTynneHus,

KOTOpOe COBepLlaeTca C UCMONb30BaHMEM UHGOPMALLMOHHBIX TEXHOMOMMUM,
KaXkp,o0My M3 Hac Heob6xoAMMO BbipaboTaTb 0YeHb BaXXHYH NPUBLIYKY -
6bITb 6A4UTENbHBIMUA BO BCEM, B TOM YMUCIIe, B HALLEW JIMUYHOM
6e3onacHocTU M 6e30MacHOCTM (hMHAHCOBbLIX CPEACTE:

1. BbISCHUTDb, YTO BXOAUT B NOHATUE “NepcoHanbHble flaHHble”
2. B kakoM o6beMe U Ha Kakux pecypcax Bbl pasmelwaete gaHHble

3. MoryT nu oHu okasaTbcs B cBo6oaHoOM pocTtyne? HyxHo nu ato Bam?
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Heo6xooMMo KpUTUYECKM OTHOCUTbCA K 60O MHpopMaLum,
KOTOpPYH MnoJjlyyaeTe M3 pasHbIX KaHanoB cBA3M - byab T0 SMS-
coobLeHMs unu uHble cooblLeHUa B pasnMyHbIX MecceHpaxepax, unu
3BOHOK, COBepLIaeMbli MOCPEACTBOM TenedoHHON CBA3U MU UHTEp-
HeT TenedoHUN.

CrtapaiTecb NpoBepUTb Te JaHHble, KOTopble cTanu BaM useecTHbI
npexpe, YeM crerno cnepoBaTh TeM cOBeTaM, KoTopble 6biv Hanpasne-
Hbl. CoXpaHsliTe CNOKOMCTBUE, TPE3BO OL,eHUTE CUTYaLUIo U He3aMe[, -
NUTeNbHO NpoBepbTe WHMOpPMaLUIO Ha MpegMeT COOTBETCTBUSA
LEeWUCTBUTENbHOCTU. TONIbKO B 3TOM Cjlydae BO3MOXHO MNpeceyb
LeWCTBUA 3M0YMbIWIEHHUKOB Ha HayvasibHOM 3Tane WUX MPecTynHOoro
nocsiratesnbCcTBa.

JononHMTeNbHO C KOHKPETHBIMU NMpUMepaMu BO3MOXHbIX CLLeHapueB U Mep
NPOTMBOAENCTBUSA Pa3fIMYHbIM BUO,AM NPecTynieHUH, COBepLUIaeMbiM C UCMOJb-
30BaHWEM MHPOPMALUOHHbIX TEXHOMOMMUM, MOXKHO 03HAKOMMUTLCS Ha OpULLUab-
HbIX pecypcax PepepanbHbiXx 0praHoB WMCMONHWUTENbHON BnacTu Poccuickomn
Qepepauuu:

MuHMCTepcTBO BHYTPeHHUX aen Poccuitckoit Depepauum:
https://xn--blaew.xn--plai/document/1910260
depepanbHas cnyxba no Hag3o0py B chepe 3alUTbI Npas noTpebuteneit u
6narononyuyue yenoseka (Pocnotpe6bHagsop):
https://rospotrebnadzor.ru/activities/recommendations/details.php?ELEMENT_ID=8168

COBET 1719 POOUTENEN

Mcnonb3ynTe (yHKLUIO POAUTENbCKOrO KOHTPONSA, a TakKXe MPOBOguUTe
6ecefibl C ,eTbMM N0 BONpocaM NoBefeHUs B ceTu NHTepHerT.

Ba)kHo 3HaTb 06 MCMoONb30BaHUKU 3M0YMbllIeHHUKaMU B ceTu UHTepHeT
rPYMUHra: YCTAHOB/EHUS [0BEPUTESIbHbIX OTHOLWEHWMA C AEeTbMU C LEeNbio
nocriefyolero MaHUMNYAMpPOBaHUA MMU U MpeBpalleHUa B XepTB. Takxke
LaHHOoe gBfieHWe nposiBNgeTcs M B KubepTpaBne M KubeppoMoraTesibCTBE,
KOTOPbIM B 0CO6EHHOCTM NOLBEPXEHDI AETU.

OGLLWI BbiBOA

BHuMMaTenbHO npoBepanTe M KOHTPONUPYWUTe BXogsuiMe TenedoHHble
3BOHKM Ha rnpegMeT TenedOHHbIX MOLWEHHUKOB MPM MNOMbITKaX MONyYeHus
poctyna Kk Bawnm nepcoHanbHbIM BaHHbIM.
3TO0 TaKXKe KacaeTcs M WMHTEPHEeT-MOKYMOK C MOoMOLLbio GaHKOBCKOW KapTbl
MOCPeAcTBOM 3JIeKTPOHHbIX Mmnatexen. PekoMeHpyeTcs npoBepuTb CaWT Ha
Hanuuue Ha HeM oULManbHbIX OT3bIBOB APYrnX KJIMEHTOB 0 NOKYMNKax TOBapos.,
a nyyuie cBsi3aTbCs No TenedoHy ¢ NpogasLaMu, YTobbl YO0CTOBEPUTHCS, YTO
3T0, LEeACTBUTENbHO, peasibHble JIIAMN U Bac He XOTAT 06MaHyThb.
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